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AGREEMENT
BETWEEN THE GOVERNMENT OF
THE UNITED STATES OF AMERICA
AND THE GOVERNMENT OF THE RUSSIAN FEDERATION
ON THE ESTABLISHMENT OF A DIRECT SECURE
COMMUNICATIONS SYSTEM BETWEEN
THE UNITED STATES OF AMERICA
AND THE RUSSIAN FEDERATION

The Government of the United States of America and the Government
of the Russian Federation (hereinafter referred to as the “Parties”),

Striving to develop U.S.-Russian relations,

Taking into consideration their mutual interest in the establishment and
development of technical capabilities for confidential contacts at the highest
level,

Have agreed as follows:

Article 1

The Parties shall establish a direct secure communications system

i . between the United States of America and the Russian Federation

. (hereinafter referred to as the “secure communications system”), consisting
. of a system of networked equipment and communications circuits and
'~ intended for secure emergency and non-emergency communications

© between the highest leadership of the two countries.

Atrticle 2

The composition and quantity of equipment and communications

i circuits between the United States of America and the Russian Federation,

which comprise the secure communications system, shall be determined by

the volumes and types of information necessary for transmission.




The communications circuits shall follow geographically diverse paths

in order to ensure that the secure communications system is suitably reliable.

Article 3

1. The Competent Agencies responsible for implementing this '

Agreement (hereinafter referred to as the “Competent Agencies”) are:

For the United States of America — Defense Information Systems
Agency;

For the Russian Federation — the Federal Protection Service of the
Russian Federation.

| The Parties shall immediately notify one another via diplomatic

channels of a change in their Competent Agencies.

2. The Competent Agencies shall jointly:

determine the configuration and techniéal parameters of the

communications circuits, as well as the specific types of encryption devices

', and equipment to be used,

provide for the maintenance, continuous operation, and security of the
secure communications system,;

develop recommendations and operating procedures for the secure

- communications system; and review and resolve issues regarding changes to

its configuration and operating mode.

Article 4
The Competent Agencies of the Parties shall support the conduct of

meetings of technical experts to resolve issues regarding the establishment,




operation, and improvement of the secure communications system. The
location and time of such meetings shall be determined by agreement of the

Competent Agencies of the Parties.

Article 5

Each Party shall, in accordance with its national laws, assume the costs
of establishing, operating, and improving the secure communications system
within its territory. The Parties shall equally share the cost of possible
leasing of communication circuits that run outside the territory of the United
States of America and the territory of the Russian Federation.

The Parties may agree on other arrangements for bearing the costs of
establishing, operating, and improving the secure communications system.
A detailed apportionment of expenses shall be determined by agreement of
the Competent Agencies of the Parties.

The activities of the Parties under this Agreement shall be subject to

the availability of funds appropriated for such purposes.

Atrticle 6

Construction, operational maintenance, and repair of facilities needed

. to ensure the safe and reliable operation of the secure communications

system within the territory of the United States of America shall be
accomplished by using the U.S. Party’s personnel and resources, and within
the territory of the Russian Federation by using the Russian Party’s
personnel and resources.

Each of the Parties shall take appropriate measures to ensure

continuous operation of the secure communications system within its




territory. In the event that the secure communications system fails due to a
malfunction outside of their territories, the Parties shall take measures to
restore the operation of the secure communications system in accordance
with procedures established by the International Telecommunications

Union.

Article 7

1. The Parties agree to the following definitions relevant to the
protection of classified information exchanged under this Agreement:

“classified information” is information, regardless of the form in
which it is presented, that requires protection in the interest of a Party’s
national security and that is so designated in accordance with the national
laws and relevant regulations of a Party, and unauthorized dissemination of
which could cause damage to the United States of America and/or the
Russian Federation;

“classified information media” are tangible objects, including physical
fields, in which classified information is represented in the form of symbols,
images, signals, technical solutions, and processes;

“classification marking” is a requisite element placed on a classified
information medium itself and/or as may be necessary in accompanying
documentation for it, attesting to the classification status and level of the
information contained in the information medium;

“clearance for access to classified information” is the determination
that a natural person is eligible for access to classified information and that
Competent Agencies are eligible to perform work using classified

information;




“access to classified information” is the opportunity to examine,
authorized in accordance with the national laws and relevant regulations of
the Party, classified information by a natural person having the appropriate
clearance for access to classified information,;

“Competent Agency for safeguarding classified information” is an
agency that is authorized, in accordance with the national laws and relevant
regulations of the Party, to transmit, receive, store, protect, and use classified
information and that bears responsibility for safeguarding it;

2. For the purposes of this Agreement, the classification levels and

their relevant classification markings shall correspond as follows:

The United States of America The Russian Federation
“Secret” “CoBeplleHHO CEKPETHO”
“Confidential” “CexpeTHo”

3. The decision to transmit classified information shall be made by a

" Party on a case-by-case basis in accordance with its national laws and

* relevant regulations.

The transfer of classified information media from one Party to the

. other shall be conducted between Competent Agencies for safeguarding

classified information via diplomatic channels, courier service, or other

- service authorized to do so in accordance with applicable international

agreements between the Parties. The appropriate Competent Agency for
safeguarding classified information shall provide written confirmation of the
receipt of classified information media. By agreement of the Parties, other

means may be used to transfer classified information media.




4. The Parties shall immediately notify one another via diplomatic
channels of a change in their Competent Agencies for safeguarding classified
information.

5. The Competent Agency for safeguarding classified information in

1 receipt of classified information shall additionally place a stamp attesting to

the comparability of the classification markings, in accordance with this
Article, on classified information media received.

~ The responsibility to affix stamps attesting to the comparability of the
classification markings shall extend to classified information media created
in the process of the Parties’ cooperation and those derived through
translation, copying, or duplication.

The stamp attesting to the comparability of the classification marking

placed'on a classified information medium representing classified

information received from the other Party shall not be lower than the

: classification marking on the classified information as transmitted.

6. Classified information media shall be handled, accounted for, and
stored by each Party in accordance with its current requirements pertaining
to classified information.

7. Classified information media shall be returned or destroyed by

written permission from the transmitting Party’s Competent Agency for

- safeguarding classified information, in accordance with applicable national

laws and relevant regulations.

The destruction of classified information media shall be documented,

i and the destruction process must preclude the possibility of reconstituting or

recovering the classified information.




The transmitting Party’s Competent Agency for safeguarding
classified information shall be informed in writing of the return or
destruction of classified information media.

8. The classification level of classified information media received
may be changed only by written permission from the transmitting Party’s
Competent Agency for safeguarding classified information.

The transmitting Party's Competent Agency for safeguarding classified
information shall inform the other Party’s Competent Agency for
safeguarding classified information, in writing, of a change to the
classification level of transmitted classified information and classified
information media.

The classification level of classified information created in the process
of the Parties’ cooperation shall be determined, changed, or removed by
mutual consent of their Competent Agencies for safeguarding classified
information.

9. Each Party shall ensure the protection of classified information
received from the other Party and necessary for the establishment, operation,
and improvement of the secure communications system, in accordance with

its national laws and relevant regulations, and shall take at least the same

: measures to protect the classified information as it does for its own

" classified information of an equivalent level.

Each Party’s Competent Agency for safeguarding classified

. information shall be immediately informed by the other Party’s Competent

Agency for safeguarding classified information of any unauthorized

dissemination of classified information or any violation it has identified of

~ the requirements for safeguarding classified information and that has




resulted in, or may result in, unauthorized dissemination of classified
information.
A Party’s Competent Agency for safeguarding classified information

shall conduct an investigation should a violation of classified information

. protection requirements occur, within the territory of the Party, and take all

necessary measures, in accordance with its national laws and relevant
regulations. |

The Parties’ Competent Agencies for safeguarding classified
information shall notify each other of the outcome of any investigation and
the measures taken.

10. The Parties shall not provide any third party with access to
classified information transmitted by the other Party except with the prior

consent of the other Party. Access to classified information shalil be

provided only to those persons that have an appropriate clearance for access

** to classified information and have a need to know the classified information

" in the performance of their official duties.

11. Issues pertaining to dispute resolution and compensation for

3 damage caused to one of the Parties as a result of the unauthorized

' dissemination of classified information shall be resolved through

negotiations and consultations between the Parties’ Competent Agencies for

.. safeguarding classified information.

Atrticle 8
As of entry into force of this Agreement, the following agreements

shall terminate, to the extent not previously superseded: the Memorandum

of Understanding between the United States of America and the Union of




Soviet Socialist Republics regarding the Establishment of a Direct
Communications Link, with Annex, of June 20, 1963; the Agreement
between the United States of America and the Union of Soviet Socialist
Republics on Measures to Improve the USA-USSR Direct Communications
Link, of September 30, 1971, as amended; the Agreement between the
Government of the United States of America and the Government of the
Union of Soviet Socialist Republics on arranging for facsimile
communication in addition to the current teletype Direct Communications
Link, effected by exchange of notes of July 17, 1984; the Agreement
between the Government of the United States of America and the
Government of the Union of Soviet Socialist Republics on improving the
Direct Communications Link, effected by exchange of notes of June 24,
1988; the Agreement between the Government of the United States of

America and the Government of the Union of Soviet Socialist Republics on

. Establishing a Direct, Secure Telephone Link between Washington and

. Moscow, of June 2, 1990; and the Memorandum of Understanding

- concerning the Establishment of a Secure Telephone Communication Line

between the Government of the United States of America and the

- Government of the Russian Federation, of October 15, 1999.

Article 9
Every two years the Parties shall develop a program of technical

modernization of the secure communications system. The secure

i communications system shall be reequipped and updated every five years.
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Article 10

This Agreement shall enter into force on the date it is signed by the
Parties, and shall terminate six months after the date of receipt by one of the
Parties of written notification from the other Party of its intention to
terminate this Agreement.

Should this Agreement be terminated, the measures provided for in
Article 7 of this Agreement with respect to the protection of classified
information shall continue to be applied to classified information exchanged
by the Parties.

Changes and additions to this Agreement may be made by mutual

consent of the Parties in writing.

DONE at Washington on October 30, 2008, in two copies, each in the English

and Russian languages, both texts being equally authentic.

- FOR THE GOVERNMENT FOR THE GOVERNMENT
' OF THE UNITED STATES OF THE RUSSIAN

OF AMERICA: FEDERATION:




COI'/TALIEHUE
Mmexay IlpaBurensctBoM CoeaunenHsix lliTaToB AMepuku 1
IpaButenscTBom Poccniickoii denepatnn
00 opraHu3alMy CHCTEMbI NIPAMOH MH(POBAHHOMN CBA3IM MEXY
CoenunennbiMu IlTatamu AMepuku u Poccuiickoii ®enepanueit

IlpaBurensctBo CoeauneHnnix llltatoB Amepuxu u IlpaBHTEnbCTBO
Poccuiickoit @enepaimu (UuMeHyeMble B AajibHeieM “CTOpoHBI),

CTPEMACH K Pa3BHTHIO aMEPUKAHCKO-POCCHICKUX OTHOLIECHHIA,

YYHTBIBas B3aUMHYIO 3aMHTEPECOBAHHOCTh B CO3JAHHH U pa3BUTHH
TEXHMYECKHX BO3MOXHOCTEH JUIA KOH(MICHIHATBHBIX KOHTAKTOB Ha BBICIIEM
YPOBHE,

COIJIACHIMCH O HIDKECIEAYIOLLEM:

Cratbs 1

CTopoHbl CO3JAOT CHCTEMY MpAMOHl 1IMGPOBAHHOH CBA3KM MEXIY
CoenunennbiMu llltatamu Amepuku u Poccuiickoit ®enepaumeii (nanee -
“cucTteMa MGPOBAaHHOH CBA3M”), IPEACTABIAOLLYI0 COOO  KOMIUIEKC
TEXHOJIOTMYECKH CONPSKEHHBIX TEXHMYECKHX CPEICTB M KaHAJIOB CBA3M H
MpeHA3HAYCHHYI0 1714 obecneyeHMs M(POBAHHON CBA3BIO  BBICILETO
pYKOBOACTBA OOOMX TroCyAapcTB KaK B OOBIYHBIX YCJIOBUAX, TaK H IpH
4pe3BLIYAHHEIX CUTYaLHUsX.

Cratbg 2

CocTaB M KOIMYECTBO TEXHHYECKMX CPEACTB, a8 TAKXKE KaHAJIOB CBA3M
mexay CoemuHeHusiMu llltataMmu Amepuku u Poccuiickoii ®denepaumueii,
BXO/MIIMX B CHCTEMY IUM(POBAHHOH CBA3M, OMNpeAensloTca obbeMamMu H
BUJaMH HHGOpMalHY, Heo6X0AMMOil AT nepeAayy.

B nmemax ofecneyeHus — Hajiexallel  HaZeKHOCTH  CHCTEMBI
IIMQPOBAHHON CBA3M KaHAIbl CBA3H INpPOXOMAT MO reorpapHuecku
pa3sHECEHHBIM TpaccaMm.
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Crarpi 3

1. KoMneTeHTHBIMH ~ OpraHamMM, OTBETCTBEHHBIMH 33  pEeallU3alHIO
Hactosiero CornaiieHus (ajee — “KOMIETEHTHBIE OpraHhl’’), ABJISIOTCH:

ot Coenunenneix llltatoB Amepuku — AreHTcTBO HHGOPMAIMOHHBIX
cucteM MunucreperBa 06oponsl CoeauHeHHbix 1lITaToB AMepuky.

ot Poccuiickoit ®enepanyu — OenepanbHas cnyxba oxpasl Poccuiickoi
denepauum.

CTopoHbl  HE3aMEJIMTENIHHO  YBEIOMISIOT  ApYyr  Jpyra 1O
JMILIOMaTHYECKHM KaHalaM 00 M3MEHEHHUH CBOUX KOMIIETEHTHBIX OpraHOB.

2. KoMnereHTHBIE OpraHbi COBMECTHO:

ONpPEACISAIOT KOHPUIypalMio H TEXHHYECKHE NapaMeTphl KaHAJIOB CBA3H,
a TaKkKe MOJNeXalllde MCHONb30BAHUIO KOHKPETHBIE THMLI amnmapaTypsl
mudpoBaHus ¥ 060pYyIOBAHUS;

06eCIEeYMBAIOT TEXHUYECKOE obcnyxuBanue, OecnepeboiiHyo paboty
1 6e30NacHOCTL CHCTEMBI IHGPOBaHHO# CBA3Y;

pa3pabaThiBalOT PEKOMEHJAIMU W MNpaBUla SKCIULyaTallid CUCTEMBI
mM(poBaHHOH CBA3H, pacCMaTpPUBAlOT M PELIAIOT BOMPOCHI, CBA3aHHbBIE C
BHECEHHEM H3MEHEHHIT B €€ KOHQUTYPaLUIO U pexKHM paboThl.

Cratba 4

Komnerenrnsie opransr CTopoH o0ecHeYMBalOT MpPOBEAECHHE BCTped
TEXHUYECKUX OKCNEPTOB Ul pEleHHs BONpPOCOB, CBA3AHHBIX C CO3JaHHEM,
3KCILTyaTalueit i COBEPILEHCTBOBAHHEM CHCTEMEI MpOBaHHOI CBA3U. MecTo
M CPOKH TMpOBECHUS TaKUX BCTpPed OMpPENENIAIOTCA IO JOTOBOPEHHOCTH
KOMIIETEHTHBIX OpraHoB CTOPOH.

Cratba 5

Kaxpas CropoHa B COOTBETCTBUM C 3aKOHOJATEILCTBOM CBOETO
rocygapctBa OepeT Ha cebs pacxoAbl MHO CO3JAHMIO, OSKCILTyaTaldH M
COBEpLICHCTBOBAHHIO CHCTEMbI IUM(POBAHHON CBA3H Ha TEPPHUTOPHH CBOEro
rocymapctBa. OrulaTy CTOMMOCTH BO3MOXKHOHM apeH[bl KaHAlOB CBA3M,
npoxoasiux 3a npeaenamu teppuropun CoenuHeHHsix llltatoB Amepuku u
Tepputopun Poccuiickoii ®enepauuu, CTOpOHBI OCYIECTBIIAIOT [IOPOBHY.

CTOpOHBEI MOT'YT JIOFOBOPHTBCA O JPYroM MOPSAKE HECEHHS PacXo/oB M0
CO3JIaHMIO, SKCILTyaTalldd M COBEpLUCHCTBOBAHHIO CHCTEMbl LUM(PPOBAHHOMH
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CBA3H. I[eTaanoe pacnpeacsicHue pacxonoB onpeaesacTca no JOroBOPpEHHOCTH
KOMNCTCHTHLIX OpPraHOB CTOpOH.

OCYIJ.[CCTBJ'ICHP!C ACATCIIBHOCTH CTOpOH B paMKax HacCcTOALICTO
CornamieHus 3aBUCHT OT HAJTU4HA CPECACTB, BbIAC/IAEMbIX HA 3TH LCIIH.

Cratpia 6

CrpouTenscTBO,  IKCIUTyaTallMOHHOE  OOCJIy)KMBAaHHE M PEMOHT
coopyXeHUH, HeoOXOmUMBIX s ofecneuyeHus Oe3omnacHOW M HaNEKHOM
paboTbl cHCTEMBI IM(POBAHHOH CBA3M, PpACIONOKEHHBIX HAa TEPPUTOPUH
Coenunennbix lllTatoB AMepukM OCYLIECTBIAIOTCS CHIaMH H CPEACTBAaMH
AwmepukaHckoi CtopoHsl, Ha Tepputopus Poccuiickoii ®eaepauyu — cunaMu
cpeactBamu Poccuiickoii CTopoHbI. '

Kaxnmas CropoHa npHHAMaeT COOTBETCTBYIOIIME MeEpbl C LENbIO
obecneuenus OGecnepeboitHoif paboTHI . cucTeMBbl LIMGPOBAHHOH CBA3M Ha
TEepPUTOPHH CBOEro rocyaapcrsa. B ciyuyae HapylueHus paboThl CHCTEMBI
IKUPOBaHHON CBA3M U3-3a €€ HEHUCMPABHOCTH 3a MNpeAesiaMH TEPPHUTOPHH
rocynapctB CropoH CTOpOHBI NPUHMMAIOT MeEpbl MO BOCCTAHOBIICHHIO €€
paboThl B COOTBETCTBUH C IPOLIEAypaMH, YCTaHOBIEHHBIMH MexayHapoaHbIM
COIO30M 3JIEKTPOCBA3H.

Cratba 7

1. CTopoHBI COTJIaCHBI CO CAEAYIOIUMH OINPEAETCHUAMH, OTHOCSLIMMHUCS
K OCYIIECTBJICHHIO 3allUTEl CeKpeTHOH HHQopMauuu, oOMeH KOTOpo#
HNPOU3BOAMTCA B paMKax HacTosuero CoryalieHus:

"cekperHas HHQopmaumus" — CBEJEHHd, HE3aBUCHMO OT (QOpMBI
npeacTapiaeHus  TpeOyrolMe  3alMTHl B HHTEpecax  HAlMOHAIBLHOM
6esonachocty CTOopoHBl M oOO3HayaeMble TakuM 00pa3soM COIJIACHO
3aKOHOAATENbCTBY M COOTBETCTBYIOIIMM HOPMATHBHBIM IIPaBOBLIM aKTaM
rocyaapctBa CTOPOHBI, HECaHKIMOHUPOBAaHHOE pAacClpOCTpPAHEHHE KOTOPLIX
moxeT HaHecTd ymep6 CoeaunennbiM llItatam AMepuku wumu Poccuiickoi
®denepanuy;

"HOCHTENIM CEKPETHOM HMHpoOpManuu" — MaTepHalbHbie OOBEKTBI, B TOM
yKcje (PuU3MYECKHE 1074, B KOTOPLIX CEKpeTHasd HH(OpMauus HaxOLHUT CBOE
oTo6paxkeHHe B BUIE CUMBOJIOB, 06pa30B, CUTHAJIOB, TEXHUYECKHX PEICHHH U

NpoLECCOB,
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"rpud ceKpeTHOCTH" — PEKBH3MT, NMPOCTaB/LICMBIA Ha CaMOM HOCHTEJE
cekpeTHoll uHbOpMalMH WMIH, B Clydyae HEOOXOMMMOCTH, B
CONMpPOBOAUTENbHOM NOKYMEHTAllud Ha HEro, CBUACTE/ILCTBYIOWHH 00
ONpEJENeHHd H CTENEHH CEKPETHOCTH CBEJCHHWH, coJepKaluuxci B HX
HOCHUTEJE; '

"IOMYCK K ceKpeTHOH uHpopMmauuu" — opopmieHHe npasa GpuznuecKoro
JIMLA HA JOCTYT K ceKpeTHOH WHGOpMallMH U NpaBa KOMIICTEHTHBIX OPraHOB Ha
npoBe/ieHHe paboT ¢ HCTIONL30BAaHHEM CEKPETHON MH(pOpMaLHH;

"mocTyn K cexkpeTHo HMHpopMamMu' — CaHKIMOHHPOBAHHAsA COIJIaCHO
3aKOHOJATEJICTBY M COOTBETCTBYIOIIMM HOPMAaTHBHBIM IIPaBOBbIM aKTaM
rocynapctBa CTOpPOHBI  BO3MOXKHOCTb ~ O3HAKOMJIEHMS €  CEKpPETHOM
uHopopMmanueil Qusznyeckoro NHua, UMEIOIIETO COOTBETCTBYIOUMH IOMYCK K
ceKpeTHOH HHpOpMaLUH;

"KOMIIETEHTHBI OpraH mo 3aiuTe cekpeTHoil MH(opmauuu" — opra,
KOTOpBIN YIOJHOMOUYEH COIJIaCHO 3aKOHOAATENIBbCTBY H COOTBETCTBYIOLIMM
HOpPMATHBHLIM [PABOBLIM aKTaM rocyaapctsa CTOpOHBI NIEpEAaBaTh, MOJiy4aTs,
XPaHHUTB, 3aLIUIIATH, HCHOJIb30BaTh CEKPETHYIO HHPOPMALIMIO ¥ KOTOPHIA HeceT
OTBETCTBEHHOCTh 3a €€ 3alLLHTY.

2.lna uenmeit Hacrosiero CorjalieHUs CTENEHM CEKPETHOCTH H
COOTBETCTBYIOLIHE MM rpHBl CEKPETHOCTH COMOCTABISAIOTCSA CIACAYIOILMM
obpazoM:

Coenunennsie llitate AMepuxn Poccuiickas ®enepauus
“Secret” “CoBepLIEHHO CEKPETHO”
“Confidential” “CekpetHo”

3.Pemiene © nepenavye cekpeTHOH HHGOPMAalLMH IPHUHHUMAETCH
CTopoHO#f B KaXXAOM OTACALHOM CIIy4ac COIJIACHO 3aKOHOAATELCTBY U
COOTBETCTBYIOIUMM HOPMAaTHBHBIM MPABOBLIM AaKTaM TOCYJapcTBa 3ITOM
CTopOHBI.

[lepenaua Hocureseil cekpeTHoii MHMopMauuu oT onHOH CTOPOHBI K
apyroii CTOpoHE OCYILECTBIAETCS MEXKAY KOMIIETCHTHBIMH OpraHaMH o
3allMTe CeKpeTHOH HHGOpMalMU 0 JMINIOMAaTHYECKHM KaHallaM, NOCPEACTBOM
KCI0JIb30BaHHsA KypbepCcKoH WIH apyro# CITy>kOBl, HMeIoLIEH
COOTBETCTBYIOIIIME  IOJIHOMOYMA, B  COOTBETCTBUM C  NPUMEHHUMBIMH
MEX/IyHApOAHBIMH COIJIALICHHUAMH, JeficTBylommumd  Mexay CropoHam.
COOTBETCTBYIOIIMH KOMIIETEHTHbIH OpraH M0 3allUTe CEKPETHOH MHpopmauuy
IMCbMEHHOE MOATBEPXKIAET MOJNy4eHHe HOCHTeNeH CEKPETHOH MHOpMaliH.
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[To cornacosannio CTOPOH MOrYT MCHOJB30BAaTbCA HHbIE CHOCOOBI Mepenadu
HOCHTeJICH CEKpeTHOMH nHGOpMaLHH.

4. CTOpoHBl ~ HE3aME[UIMTENbHO  YBEJOMJMIOT  JpYr Jpyra Mo
JHIIOMAaTHYECKUM KaHalaM 00 M3MEHEHHH CBOMX KOMIIETEHTHBIX OPTraHOB [0
3alliUTe CeKPeTHO! HHpOpMaLIUH.

5. Ha nony4enHbIx HOCHTE/SIX CEKpETHOH MHPOPMALUM KOMIETEHTHBIN
opraH Io 3allMTe CEKPEeTHOH MHGpOpMaLuH, MOMYUUBIINH TaKyl0 CEKPETHYIO
nHpopMaLMIo, JONOJHHUTENbHO MPOCTABIAET IITAMI O CONOCTABUMOCTH
rpudoB CEKPETHOCTH B COOTBETCTBUM C HACTOALIEH CTaTheii.

OO6A3aHHOCT, NPOCTaBJICHHA LITAMIIOB O CONOCTABUMOCTH TpUdoB
CEKPETHOCTH paclpOCTPAaHAETCS HAa HOCHTENM CEKpeTHOH uHpopMauumy,
obpa3oBaBiliecs B npolecce coTpyaHndecTBa CTOpOH, a TakoKe [OJTyYeHHbIe B
pe3yJbTarte nepeBoJa, KOMMPOBaHUs WIIM THPAXKUPOBAHHA.

Ha Hocurene cexpetHoif uHpopmauuu, oOpa3oBaBIIEMCS Ha OCHOBE
HOJIy4eHHBIX OT Apyroil CTOPOHbI CEKPETHBIX CBEACHHH, IPOCTABIAETCA LITAMIT
O COMOCTABHMOCTH TpUQOB CEKPETHOCTH HE HHXE TrpHda CEKpeTHOCTH
niepejaHHO# ceKpeTHo# HHpopMaLuH.

6. O6pamenne kaxaoii u3 CTOPOH C HOCHTENSIMH  CEKPETHO#
HHpOpMalMY, HUX Yy4YeT M XpaHEHHe OCYLIECTBIAIOTCS B COOTBETCTBHU C
TpeOOBaHMAMM, ACHCTBYIOUMIMMH B OTHOLIEHUH CEKPETHOW uH(OpMaLUH
rocyaapcta 3Toif CTOpoHbI.

7. Hocurenn  cexperHoit  uHdopMaiuu BO3BpallAIOTCA W
YHHYTOXKAIOTCS COIJIAaCHO NMPUMEHHUMOMY 3aKOHOJATENbCTBY M HOPMATHBHBIM
MpaBoBbIM akTaM rocyzapcrBa CTOpOHBI 10 NUCBMEHHOMY pa3pellEHHIO
KOMIIETEHTHOr0 OpraHa Mo 3alluTe ceKpeTHoH uHpopMaiuu CTOpOHBI, UX
nepeAaBlLei.

VYHUUYTOXXEHUE HOCHTeNel ceKkpeTHOH WH(OpMaLMH AOKyMEHTHPYETCH,
Opd 3TOM MPOLECC YHHUYTOXKECHHA [JO/DKEH HCKII0YaTh BO3MOMKHOCTb
BOCTNIPOU3BEICHHUS WJIH BOCCTAHOBJICHHA CEKPETHOH HH(pOpMaLIMu.

O Bo3BpallleHHH WM YHHUYTOXKEHUN HOCUTENEH CEKpEeTHOH MH(opMaLuu
yBEIOMJIf€TCS B IIMCbMEHHOH QopMe KOMIETEHTHbIH OpraH IO 3amme
cekpeTHoit uHpopManuu CTOPOHBI, MX NepeaBllei.

8.CreneHp  CEKpETHOCTH  MOJIYYEHHBIX  HOCHTENEH  CEKpETHOM
MH(OPMALIUM MOXET H3MEHATHCA TOJNBKO II0 MHCHMEHHOMY pa3pelIeHHIO
KOMIIETEHTHOrO Oprana Mo 3alluTe cekpetHo uHpopManuu CTOpPOHBI, HX
nepenaslueii.

O6 W3MCHEHHH CTENEHH CEKPETHOCTH TEpENaHHbIX CEKPETHOM
uHpOpPMALMH H HOCUTENeH ceKpeTHOH MH(OopMalMH KOMIIETEHTHBIA OpraH mo
3ammre cekpeTHoil uMHpopMauuu CTOpOHBI, HMX NeEpeAaBllicH, B MMCbMEHHOM
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(dopMe yBeaOMIIIET KOMIIETEHTHBIH OpraH Mo 3aliuTe CeKpeTHOH HHdopMaluu
apyroit CTOpOHBI.

CreneHp CeKpeTHOCTH ceKpeTHOH uH(popMmauuu oOpa3oBaBlieiics B
npouecce coTpyaHuyecTBa CTOPOH onpeaenseTcs, H3MEHACTCS HIM CHUMaeTCs
0 B3aUMHOMY COIJIACHIO UX KOMIETEHTHBIX OPraHoOB MO 3alUTE CEKPETHOH
uHOpMaIHH.

9. Kaxgas CropoHa oOecmeuHBaeT 3alUTy IMOJYyY4EHHOH OT JApYyroi
CropoHnl  cekpeTHoil  uHbopMauuH, HeobxoauModl mIs  cos3jgaHus,
9KCILTyaTallui ¥ COBEPLICHCTBOBAHUA CHCTEMBI IH(POBaHHOM CBA3H, COTJIaCHO
3aKOHOJIATEeJIbCTBY M COOTBETCTBYIOIIUM HOPMATUBHLIM NPAaBOBBIM aKTaM ee
rocylapcTsa M NpUHHMaeT KaK MHMHHAMYM Takde >X€ MEphl 10 3alluTe
ceKkpeTHOH MHQopMaluK, KOTOphie MPHHHMAIOTCA B OTHOILEHWH COOCTBEHHO#
CeKpeTHO# HH(pOpMaLHK IKBUBAIEHTHON CTETICHH.

OO0 ycTaHOBJIEHHOM KOMIIETEHTHLIM OpPraHOM IO 3allMTE CEKPETHOH
nHpopMauuud oanHoil CTOPOHBI HECAaHKUMOHWUPOBAHHOM PpPacNpOCTPaHCHHH
cexpeTHO# mHoOpMaLMK WIH HapyUIeHUH TpeOOoBaHMi MO 3allUTe CEKPETHOH
nHpopManMy, KOTOpOE€ TMpPHBEIO HWJIM  MOXET TIIPUBECTH K €€
HECaHKLIHOHMPOBAHHOMY PacCIpOCTPAaHEHHIO, HE3aMEUIMTENBHO H3BEIIAeTCS
KOMIIETEHTHBII OpraH I10 3aIluTe ceKpeTHOH HHpopMalmu Apyroil CTOpoHBI.

B cnydae Hapylienus TpeGoBaHMii 10 3alIMTE CEKPETHOH MHGOpPMaLHH
KOMIIETEHTHbINi OpraH Mo 3ammre ceKpeTHod HHdopmauuu CTOpPOHH B
rocyfapcTBe KOTOPO# MpOM30LLUIO HapyllieHHe, MPOBOAUT pa3bHpaTenbCTBO U
NPUHAMAET BCE HajJiekalMe Mephl COIVIaCHO  3aKOHOJATEIbCTBY H
COOTBETCTBYIOIIMM HOPMATHBHBIM NIPABOBEIM aKTaM 3TOFO FoCyapCTBa.

KoMnereHTHble OpraHbl mo 3amure cekpetHod uHpopmauuu CTOpoH
YBEJOMJIAIOT APYr Apyra O pe3yibTarax Jio0oro Takoro pasbupareibcTsa H
IPHHATHIX MEpax.

10. CTopoHbl He NPEeAOCTaBIAIOT AOCTYNI K CEKPETHOH HH(pOpMAaluH,
nepenaBaemoii  Apyroii CTOpOHOH, TpeTbell CTOpOHE KpOME KakK ¢
npeasapuresibHoro corsiacus  Apyroii  Ctoponbl. JlocTym K  ceKpeTHOH
HHPOpPMALIMH NPEOCTaBIAETC TOJNBKO JIMIAM, HMEIOLIMM COOTBETCTBYIOLIMMA
JIONYCK K CEKpeTHO# HHGopMalMy U HEOOXOOMMOCTb B €€ IMOJYYCHUH s
HCIIOJTHEHHSA CBOMX CJIyxeOHBIX 00a3aHHOCTE.

11. Bosnukatomue wmexay CropoHaMH BONpPOCH], CBs3aHHBIE C
paspelieHHEM CIIOPOB M BO3MelleHHeM Yyiuep0a, NMPHYMHEHHOrO OIHON M3
CTopoH B pe3y/ibTaTe HECAHKLUMOHUPOBAHHOTO DPACMpPOCTPAHCHUS CEKPETHOI
MH(OPMALMH, PEIIAlOTCA MyTEM IIEPEroBOPOB H  KOHCYJbTAUUH Mexay
KOMITIETEHTHBIMH OpTaHaMH 11O 3aIUTe CEKpeTHOH HHpopmanuy CTOPOH.
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Cratba 8

C parel BCTyiIeHUs B cuity Hactosuero CorjialieHHst ¥ B TOH CTEIIEHH, B
KOTOpPOH OHM He ObUIM 3aMEHEHBI JPYTHMH JOKyMEHTaMH, MpPEKpaliaioT
AeACTBOBaTh CleAYIOLME corialleHns: MeMopaHayM O HOrOBOPEHHOCTH
mexay CoeauHeHnpiMu lllratamu Amepuku u  Corozom - CoBeTcKux
Coumanucrryeckux Pecnybiuk o6 ycraHOBICHHM JIMHUHM NPAMOi cBsizy oT 20
mons 1963 roma c Ilpunoxenuem, Cornamenne Mexnay CoeXHHEHHBIMH
Iltaramu Amepuku u Cotozom Coserckux Coumamuctuueckux Pecny6nuk o
Mepax Mo ycOBEpUIEHCTBOBAHHIO JIMHUH npsaMoii ca3u CHIA — CCCP or 30
centabpsa 1971 ropa ¢ nonpaskamu, CornamieHue B ¢opMe oOMeHa HOTaMM
mexay [IpasutenscTBoM CoenunenHnix llitatoB Amepuku u [IpaBHTE/ILCTBOM
Coro3a Coserckux Counanucruyeckux Pecny6nuk no Bonpocam opraHusaliuu
(haKCHMHIBLHOH CBS3M B NONOJHEHUWE K AelicTBylowiel TenerpadHoi THHHU
npsMoii cBa3u ot 17 mons 1984 roaa, Cornamenue B popme oOMeHa HOTaMM
mexay CoeaunennpiMu Iltatamn Amepukn u  Coroszom  CoBerckux
Coumnanuctnueckux Pecnybmmk mo BompocaM YCOBEpUIEHCTBOBAHHA JIMHHM
npsamoi cBasy ot 24 mons 1988 roga, Cornamenue mexay IlpaBurenscTBoM
Coemunennbix IltatoB Amepuxu u IlpaBurensctBom Corwosza CoBeTcKHX
Counanuctuyecknx Pecrybnmk o6 opranusauuu NpAMoOH 3aceKpeuyeHHOH
TesieoHHOH CBA3M Mexay Bammunrronom u Mocksoii ot 2 mons 1990 roaa u
MeMmopaHayM O JOroBOPEHHOCTH 00 OpraHM3aliMd JMHHH 3aCEKpeYeHHOMH
TenedonHol cBa3u Mexay IlpaButensctBom Coemunénnbix llltatoB AMepuku
u IlpaButensctBoM Poccuiickoit ®denepauuu ot 15 okrabpa 1999 rona.

Crathg 9

Kaxapie aBa roga Croponbl pa3pabaThiBalOT MporpaMMy TE€XHHYECKOH
MOJEpHH3aLMM cucTeMbl HmbpoBaHHOH cBa3u. [lepeBoopykeHne u
TEXHOJIOTHYECKOE  YCOBEpIIEHCTBOBAaHHE CHCTEMbI LIM(PPOBAHHOH CBA3M
OCYIIECTB/IAIOTCA KOKAbIEC NATH JIET.

Cratpa 10

Hacrosmee CornameHne BCTynaer B CWIy ¢ AaTbhl €ro MOANHCAHMs
CropoHaMH ¥ MpeKpalaeT JeicTBHE MO HCTECYCHHH LIECTH MECALEB C JaThl
noydenus ofHo# 3 CTOPOH MHCHMEHHOTO yBeAoMJeHUs Apyro#i CTOpoHbI 0
€e HaMepeHHH NPeKpaTHTh AeiicTBHe HacTosllero CornaleHHus.
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B caydae npekpawienus pAeiicTBus Hacrtosuiero CorjaumieHus B
OTHOLICHMH CEKpeTHOH uH(opMalMy, KoTopoit oO6MeHWwMCh CTOPOHBI,
MPOAOJDKAIOT NPHMEHATBCA MEpBl MO 3allUTe, NPEIyCMOTPEHHbIE CTaThbeit 7
Hacrofuero CornamieHus.

B nactosmee CornaileHue mo B3auMHON NMUCLMEHHO# JOrOBOPEHHOCTH
CTOpOH MOryT OBITh BHECEHBI M3MEHEHHS U AOMOIHEHHA.

CosepmeHo B r. Bamunrrone 30 oxra6ps 2008 roma B aABYx
IK3EMIULAPAX, KOKABIA HA PyCCKOM M aHFTIMHCKOM fA3bIKaX, MpHYEM 00a TeKCTa
HUMEIOT OJJUHAKOBYIO CHITY.

3a [IpaBuresnscTBO 3a [IpaBuTenscTBO
Coenunennbix llitaToB AMepuku Poccuiickoi ®eneparuu
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